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Settings

General Labels Inbox Accountsand|Import Filters and Blocked Addresses Forwarding and POP/IMAP Add-ons Chat and Meet Advanced Offline Themes

Language: Gmail display language: | English (US) ~ |Change language settings for other Google products

Enable input tools - Use various text input tools to type in the language of your choice - Edit tools - Learn more

@ Right-to-left editing support off
() Right-to-left editing support on

Phone numbers: Default country code: | Iran ¥

Maximum page size: Show conversations per page

Undo Send: Send cancellation period: seconds

Default reply behavior: ) Reply

Learn more ) Reply all

Hover actions: @ Enable hover actions - Quickly gain access to archive, delete, mark as read, and snooze controls on hover.

() Disable hover actions

Send and Archive: @ Show "Send & Archive" button in reply
Learn more () Hide "Send & Archive" button in reply

Default text style:

(Use the 'Remove formatting” button on the toolbar to

Tahoma =~ [~ A~ ¥

reset the default text style) This is what your body text will look like.
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Cc) 2813 Microsoft Corporation. All rights reserved.
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e Kaspersky Lab Product

* McAfee Endpoint Protection Advanced Suite (Legacy)
 Windows Defender ATP

* SentinelOne Endpoint Protection Platform

e Symantec Endpoint Protection

* Trend Micro OfficeScan
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* CrowdStrike Falcon

* Carbon Black

* FireEye Endpoint Security (HX)
* RSA Netwitness Endpoint

* Endgame
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Control the incoming
and outgoing
network traffic.

Provides broad,
cross-layered
detection and

response.

BEas -
SIEM

Collects and
analyzes security-
related data for
threat detection.

Detects and alerts
on network or
system
intrusions.

Monitors and
mitigates threats
on endpoint
devices.

Protects sensitive
data from
unauthorized
access or transfer.

Actively blocks and
prevents network
intrusions.

g

Honeypo
Decoy system
designed to attract

and analyze cyber
attacks.

Encrypts internet
connection for
secure, private

browsing.
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B Active Directory Users and Computers
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&

< |

1|

¢o & | [ AddRemove Colums.. TZ%
Ac | Type | Description
# [ saved( Small Icons User Built-in account for admini...
in Group Security Group ... Members in this group can...
'1] Adr e Detail Security Group ... Members of this group are...
1Group Security Group ... Members in this group can...
C Security Group ... DNS Administrators Group
£ Security Group ...  DNS dients who are permi...
Security Group ... Designated administrators...
Security Group ...  All workstations and serve...
ForeignSecurityPrindpals 4 Domain Controllers Security Group ...  All domain controllers in th...
LostAndFound %Domain Guests Security Group ...  All domain guests
NewYork %Domain Users Security Group ...  All domain users
Program Data 82 Enterprise Admins Security Group ...  Designated administrators...
Services .%Enterprise Read-only Domain Controllers ~ Security Group ... Members of this group are...
System %Group Policy Creator Owners Security Group ... Members in this group can...
8, Guest User Built-in account for guest ...
;?_] Washington &. krbtagt User Key Distribution Center Se...
(] NTDS Quotas 2 parsa User
%RAS and IAS Servers Security Group ...  Servers in this group can ...
%Read-only Domain Controllers Security Group ... Members of this group are...
%Smema Admins Security Group ... Designated administrators...
S, Shafagh User

[Enables/disables advanced features and objects
Lostart| | % MR 2 7 | @ Administrator: Command... || Active Directory User...

I
J o |[ @y 1390
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File Acton View Help

_. Active Directory Users and Computers

=18 x|

-1
2%

&m0 RE o= B[R asT

] Active Directory Users and Comput | Name | Type | Description
[+ :, Saved Queries ?) Annette. Thomas User Lab User - created via Script
B contoso.com 3; Annie.Mcqueen User Lab User - created via Script
5. Admin 2 Avtar Ellwood User Lab User - created via Script
) - Builtin 3_, Barinder.Howe User Lab User - created via Script
.| Chief 33 Barry.Butt User Lab User - created via Script
gz:z;b::r:ntollers 3; Bella.Forder User Lab User - created via Script
= SR 3) Bernadette.Hemming User Lab User - created via Script
- ?_) Bernadette,O'Connell User Lab User - created via Script
|2 ExchangeUsers

ForeignSecurityPrincipals ?_) Bina.Faria User Lab User - created via Script
= LostAndFound & Bisi.Ivison User Lab User - created via Script
2 Bnzena.Kirton User Lab User - created via Script
Program 1 Delegate Control... e Thillainayagam User Lab User - created via Script
21 Services Move... |.Okyere User Lab User - created via Script
| System Find... |.Reeves User Lab User - created via Script
| Users Hew » L. Tubby User Lab User - created via Script
| Washing All Tasks » Dl.Wilson User Lab User - created via Script
| NTDS Qu le.Malik User Lab User - created via Script
View ¥ bline.Ball User Lab User - created via Script
cut erine.Brah User Lab User - created via Script
Delete ndra.Dhiman User Lab User - created via Script
Hetame rles.Ponton User Lab User - created via Script
Refresh rlotte.Bonsey User Lab User - created via Script
ExportList.. rlotte.Leader User Lab User - created via Script
¢mian.Burslem User Lab User - created via Script
.Corbett User Lab User - created via Script
5.Majumdar User Lab User - created via Script
— 5.Phillips User Lab User - created via Script
E, Chris.Pinn User Lab User - created via Script

Organizational ...

Organizational ...

K Bl faVl=7a1 2

lOpensﬂ\eproperﬁes dialog box for the current selection.
["Startl | % m @ = | @l Administrator: Command... |[ I Active Directory User...

|
| oE|[ @y 1438
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B Active Directory Users and Computers
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For special pemissions or advanced settings, click
Advanced.

Leam about access control and pemissions
oK Cancel | Apply | Hebp

|

]

-:"' Agtive Directory Users and Comput | Name I Type ' 5‘
[ [ Saved Queries % Annette. Thomas User
Bl & contoso.com 2, Annie.Mcqueen User Pemissions | Auditing | Owner | Effective Pemissions |
2| Admin 2 '
Butn é"; ;;’:;S':‘;fe 3::: To view or edit details for a permission entry, select the entry and then click Edt.
e Chief 3_, Barry.Butt User
o= Compyters 3_; Bella.Forder User
| Domain Controllers ¢
] Employee 3) Bernadette.Hemming User e : : . .
' E, Bernadette.Q'Connell User Ed Price (Ed.Price@cont... Special Descendant Group objects
ExchangeUsers : : N . ——
B ForeignSecurityPn@ls § Bina.Faria User 2:ow :cdi ?ce zglsﬂcego:“ (;.reat.e,l’delete Gro... & is obj:ctmarcjd all d:sz:e...
+ = =rs e ser ow rice {Ed.Price@cont... Specia escendant User objects
HeaVark Bisuse "EU i ‘?Jll lser Allow Ed Price (Ed.Price@cont... Create/delete User... is object and all desce...
‘General ' Managed Bfl Obiject | Security COM+| Attibute Edtor_l ser Allow SYSTEM Full control This object only
‘ ser Allow Domain Admins (CONTO... Full control <not inherited> This object only
Group o viser names: ser Allow Authenticated Users Special <not inherited> This object only
§2,SELF £ Allow ENTERPRISE DOMAIN ... Special <not inherited> This object only
82 Authenticated Users Allow Account Operators (CON... Create/delete Com... <not inherited> This object only
52, SYSTEM Alow  Account Operators {CON... Create/delete User... <not inherited> This object only
3;‘ Ed Price (Ed.Price@contoso.com) All s B cuin ot Onmebarn OONL_ Crasbn Anlete Gen ek inbadads. Thinnkinotanhs ‘:I
QJ Domain Admins (CONTOSO\Domain Admins}
82 Entemprise Admins {CONTOSO\Enterprise Admins) _'_I Add... Edt... I Remove I Restore defautts I
Add... | Remove | [V Include inheritable pemissions from this objects parent
Pemissions for SELF Allow Manaci ission entri
Full control O e o
Read O b [ ok ]| Cancel Apply
e O = S
Create all child objects O ser Lab User - created via Script
Delete all child objects O rganizational ...
trganizaﬁonal

|

IVStartl | % M 2 = | @ Administrator: Command... |[ ) Active Directory User...

[
| pE|| @y 15:11



B Active Directory Users and Computers
File Acton View Help

ERGCEE SO ERO GEEKE

=18

&m0 R =Bl i 7a%

Cancel Aol l

] Active Directory Users and Comput | Name I Tvpe I Description |
[ [] saved Queries % Annette. Thomas User Lab User - created via Script
= &4 contoso.com 2, Annie.Mcqueen User Lab User - created via Script
33 Avtar.Ellwood User Lab User - created via Script
. 8) Barinder.Howe User Lab User - created via Script
- E; Barry.Butt User Lab User - created via Script
Bl o 3_; Bella.Forder User Lab User - created via Script
= Em s & Bernadette.Hemming User Lab User - created v?a Scr?pt R Permission Entry for NewYork x|
2; Bernadette.O'Connell User Lab User - created via Script
.,S Bina.Faria User Lab User - created via Script Object IPropetties l

Name: | Ed Price (Ed.Price @contoso.com)|

Apply to: lThis object and all descendant objects

Permissions: Allow

Delete Printer objects

Create rFC822LocalPart objects
Delete rFC822LocalPart objects
Create room objects

Delete room objects

Create Shared Folder objects
Delete Shared Folder objects

Create User objects
Delete User objects

Generate resultant set of policy

OO0R@O0O00000

Generate resultant set of policy

= Apply these permissions to objects and/or
containers within this container only

Manadi

oOoopooooooo|

Lel |

Clear Al

L
S . -
2l xI 'ser Lab User - createc! via Script
: EONEER BRI T ll
g | P Auditing | Owner | Effective Pemissions |
To view or edit details for a pemmission entry, select the entry and then click Edit.
Permission entries:
Type | Name | Pemission [ Inherited From [
Allow SYSTEM Full control <not inherited> ject only
Allow Domain Admins (CONTO... Full control <not inherited> is object only
Allow Authenticated Users Special <not inherited> This object only
Allow ENTERPRISE DOMAIN ... Special This object only
F Allow: Ed Prce {Fd Pice@cont  Special ; o
r Allow Ed Price (Ed.Price@cont... Create/delete User... This object and all desce... I
Allow Account Operators {CON... Create/delete Com. #” <not inherited> This object only
Allow Account Operators {CON... <not inherited> This object only
Allow Account Operators (CON... <not inherited> This object only
Allow Print Operators (CONTO... <not inherited> This object only
Allasar Ammms md O me=tmem STOVN b SA A b Jmmt B T e I Thin Akined Aehe ;.I
i Add... |I Ed... [|  Remove | Restore defauts |
L IV Include inheritable permissions from this object's parent
Managing permission entries
K H=fte=va) oK

IVStart| | % M 2 &7 | @ Administrator: Command... |[ ) Active Directory User...
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) Chief Grant [ Authenticated Users ] [~ This object only
@ Computers Grant [ Enterprise Domain Controllers ] [ This object only
; .... Deleted Objects Grant x [ Enterprise Domain Controllers tokenGroups' attribute [T ‘computer objects
@ Domain Cortroliers Grant  x ;Ex nterprise Domain Controllers tokenGroups' attribute I ‘group’ objects
@ Employee Grant x [ Entemprise Domain Controliers ] tokenGroups’ attribute [T ‘user' objects
{53 ExchangeUsers Grant x [Seff] [V This object and all child objex
{3 ForeignSecurityPrincipals Grant [ System ] [V This object only
----- @& Infrastructure Grant Account Operators ‘computer’ objects [~ This object only
.. LostAndFound Grant Account Operators ‘group’ objects [~ This object only
#- NewYork Grant Account Operators inetOrgPerson’ objects [~ This object only
""" =) NTDS Quotas Grant Account Operators ‘user’ objects [~ This object only
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Grant x Pre-Windows 2000 Compatible Acce [C ’group oojr:'jtq
Grant x Pre-Windows 2000 Compatible / [T inet
Grant  x Pre-Windows 2000 Compatible Access [
Grant x Pre-Windows 2000 Compatible A B
Grant x Pre-Windows 2000 Compatible # Account Restrictions I
Grant x Pre-Windows 2000 Compatible Access Account Restrictions
Grant x« Pre-Windows 2000 Compatible Access General Informatior [
Grant x Pre-Windows 2000 Compatible Access General Infformation & ||
Grant x Pre-Windows 2000 Compatible Access Group Membership [T inetOrgPerson’ objects
Grant: x Pre-Windows 2000 Compatible Access Group Membership [T ‘user objects
Grant x Pre-Windows 2000 Compatible Access Logon Information [T ‘netOrgPerson’ objects
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Objects (53) Security Descriptor
E]~--i§”; contoso.com Permissions I Audit | Owner |
'jgxf‘n‘_’” Type |1 [ Name [ Scope [F[rR{wltc[D[s [ Propagation
@ Ch'elfn Grant [ Authenticated Users ] [T M I” I” I” I I_ This object only A
-5 Colmputers Grant [ Enterprise Domain Controllers] TV I T T [T Thisobject only
-] Deleted Objects l’f_iraz':t ; C,.wmrq,“:‘;p,—:;- Cor > s’ attribute MO DT T computer objects
-{£2) Domain Controllers Grant. x ] attribute CMEODODDOD gouw
{23 Employee Grant x [Er:ter,:-rise Domain Controliers ] attribute T M IO O user objects
Ia ExchangeUsers Grant x [Seff] C OO OODO M Thsob nd all child objects
-3 ForeignSecurityPrincipals Grant [ System ] FEFRFEFERFIRE Thsobicd ol
-9 Infrastructure Grant Account Operators ‘computer’ objects T T T T @ W I Thisobject only
{3 LostAndFound Grant Account Operators ‘group’ objects [T T T @ W I° Thisobject only
- NewYork Grant Account Operators ‘inetOrgPerson’ objects [T T T IC @ ¥ I This object only
@ NTDS Quotas Grant Account Operators 'user’ objects T T T @ W I Thisobject only
@ Program Data Grant x  Administrators I C T M This object and afl child objects
g gervices Grant Domain Admins V¥ v V¥V ¥ Thisobectonly
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@ X OMOODOOD I
X COMEOODOD n’ objects
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Ed Price has Create and Delete User objects permission for NewYork OU
Security Descriptor
Permissions I Audit | Owner | \
Type [ 1 [ Name | Scope N\ [F[r[w[L[c[D s | Propagation
Grant [ Authenticated Users ] I I© I© I” I T Thisobject only A
® Access Control Entry Editor ‘ 2 X| F This object only
‘computer’ objects
' Grant pemmission ¢ Deny permission Single permission flags: I~ ‘aroup’ objects
RP: DS_READ_PROP ™ ‘user objects
Access mask: |3 Hex: [3 WP:DS_WRITE_LPROP | [ Wite attibie ) e This object and ol child objects
ForsignSecutyPrincioal LC: DS_LIST I List chidren B wakcal
infrastascture L0: DS _LIST OBJECT | I~ Listihis oby 5 R s ol
our Trustee:f [cN=Ed Price,ou=Chief,DC=contoso,D CC: DS_CREATE_CHILD = I” This object only
s Cecon DC: DS_DELETE_CHILD i 8w This object only
b S BT, D3 _DELETE TREE Delete ertire subiree I Thisobjectony
Program Data DE: DELETE I~ Delete this object 7 Ws object and all chid objects
CA: DS_CONTROL_ACCESS |~ Extended right | =] | This obiect only
) RC:READ_CONTROL [~ Read pemissions e stiectais) Gl E
Sy 0L Propagation WD: WRITE_DAC I Wiwe emsssions Il This object and all child objects
Soenk Ak [7  This object and all child object
" Valid forthis object only WO: WRITE_OWNER I” Write owner =1 e S OGRS
& Valid for ths object and child objects VW: DS_SELF I Alow validated wite | = - - ao‘rgpem" 0:.°bjeds
- " Valid for this object and direct childs I~ This object and all child obj
Ed Price LDAP DN name i e § Shiect a8 Ao
£ Valid only for chids 23, %E'L'EEF:C'C-EVEQ?E Il: Read pemmission and properties, st content |~ ser'objects
3 3 i 3 2 Wiite permissions, properties and validated ™ netOrgP: " object
e erson’ objects
Mol ol ol colch GX: GENERIC_EXECUTE [ Read pemmissions and list content [~ 'user objects
| | children | GA: GENERIC_ALL ™ Fullrights ™ ‘netOrgPerson’ objects
_ [T ‘user objects il
Exit | [~ ‘inetOrgPerson’ objects
[T ‘user objects
Grant x Pre-Windows 2000 Compatible Access Logon Information T ¥ I I F T I ‘inetOrgPerson’ objects
Grm % Pre-Windows 2000 Compatible Access Loaon Information T ¥ I I T T [T user obiects ( _‘L‘
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